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Prerequisite: ---

UNV102 English Language g 3ala) dad

The material reflects the stylistic variety that advanced learners have to be able to deal
with ; The course gives practice in specific points of grammar to consolidate and extend
learner’s existing knowledge ; Analysis of syntax ; comprehension; Skimming and
scanning exercises develop the learners skills ; comprehension questions interpretation
and implication ; the activities and games used develop listening ; speaking and writing
skills through a communicative; functional approach ; with suggested topics for
discussion and exercises in summary writing and composition.

Prerequisite: ---

UNV103 Technical and Scientific Reports 341 g Agalal) y a3

This course aims to give the student the basic rudiments of report writing, the rationale
for report writing, the structure of reports; and such details as physical appearance and
linguistic style will be discussed; In addition to writing reports; student will also be
given supplementary exercises; as necessary; to enhance their general writing skills.
Prerequisites: ---

UNV104 | Artificial Intelligence and Digital | aaiaall 2 a8 Jsailly slkaY) sl
Transformation in Society
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=¥ A e el QS ol Jae 38K a3 jda ol 8 Lay ¢ Jasll gy agdal )l iS5 e lidansY|
ehaVl LA ) 5 agd - il g5 U Al s Sl 5 aatlia g ey Jlal (a je - Calaall nass JDIA (g
paaid (€ elilaaYl oS Ciliaia a sgie e & Y - "iediall UL Jias b

— Aeatiall gl — Al ol jleadl i giien — daadd Ll Gl jleadl o (el N Jsaill : U ¢ al)
sl Joatl) gas A0 sl dasil il — AS jidall cilyaadl)

Prerequisite: ---

(¢+)



ol dipla FI“
P

o ¥ A5 19 il el

e e e e . ) =y Aoyl
(Gl gl |t e da!lg udb-ygu-“ mﬁl) ol Damietta University
UNV105 Effective Communication and Juadll ya jall g Jual g3l &) jlga

Presentation Skills

Bralal) agiba (& hlgall @l Galiy (DUl A JlaWly gl Glea daat kel g
(Bl e e adlll) Jlat¥) JICaT o uall = caalall lUall JLai ] dpaal e oyl — dlaslls
Gad = Jla¥) Tilugl eyl cbagll — A e dealsill (B ALl 38 jalic Cadag -
Juiials oY) chlgas Juai¥l o Sl = A e dolatll (d dpaeally Lol JLY! iles
—samlally ASI adiaal) 28U DAY Cletin) hlge i = I pe Jlat¥) hlga s =
SEY) laslid Buks — dualall aiba b lbally S Cullld Cilag - sl g Jealsil) e

bl (el Gyl e el — Bpmalad) 2l 3 Jggesd) dudalie o] Cadags = Jladl)
Prerequisites: -----

Matho Complementary Mathematics for Science Alagall ezl Y
a
Students psle (ale Ul

Part 1 Calculus: Derivatives of the trigonometric Function-Implicit Differentiation-
Parametric Differentiation-Higher - Derivatives of a function- The two equations of
the tangent and the normal to a curve- Related Time Rates - number e - exponential
function with the natural base- natural logarithmic function- Derivatives of exponential
and logarithmic functions- Integration of exponential and logarithmic functions -
Deferential of function - Definite Integral -Integration techniques.

Part 2 Algebra: Fundamentals counting principals- permutations- combinations-
Binomial theorem for integer positive power - Trigonometric form of complex
number- De Moivre's Theorem- Cubic root of unity - Determinants —Matrices.

Prerequisites: -----
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BS101 Mathematics in Computer Science ualal) a gl A Szl )

This course covers elementary mathematics for computer science. Topics include
Limits and continuity, Differentiation, Integration, formal logic, proof methods, sets,
relations, functions.

Prerequisites: -----

BS102 Discrete Structures Badaa S| 53

Sets; sequences, algorithms and pseudocode, induction, and recursion; relations and
functions; Graphs, lattices, number systems and codes, Boolean algebra; Formal logic;
trees and languages; semi groups and groups.

Prerequisites: ---

BS103 Linear Algebra bl )

The course will introduce basic concepts and techniques from linear algebra that will
be required in later courses in areas such as machine learning, computer graphics,
quantum computing. Topics include vector spaces and subspaces, fundamental
properties of matrices including determinants, inverse matrices, matrix factorizations,
eigenvalues and linear transformations. Solve linear systems of equations. In this
course, the students will become comfortable working with the basic tools in linear
algebra and familiar with several computer science applications.

Prerequisites: BS101 (Mathematics in Computer Science)

Probabilities and Statistics 2 slaal) g cilaiaY) cillda

)

BS104

Applications in Computer
This course introduces you to sampling and exploring data, as well as basic probability
theory and Bayes' rule. Students will examine various types of sampling methods and
discuss how such methods can impact the scope of inference. A variety of exploratory
data analysis techniques will be covered, including numeric summary statistics and
basic data visualization. Using statistics packages (for example R and RStudio) and
will use this software for lab exercises. Applications of statistics in the field of
computer science.

Prerequisites: BS101 (Mathematics in Computer Science)

(¢Y)
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BS105 Fundamentals of Physics sl sl Sl

Mechanics: physics and measurements, motion in one dimension, vectors, motion in
two dimensions, laws of motion, circular motion and its applications, work and energy,
potential energy and conservation of energy, linear momentum and collision, rotation
of a rigid body, rolling motion, law of gravity.

Waves: Oscillatory motions, wave motion, sound waves. Optics: Superposition of
waves, interference, diffraction and polarization. Elect of magnetic field and Farad’s
law, electromagnetic waves. Selected topics: Introduction to modern physics and
applications, molecules and solids, superconductivity. Field, Gauss’s law, magnetic
field.

Prerequisites: ---

BS206 Creative and Scientific Thinking SN paladl i)

A 5 ¢ el (ad Al 5 e oY) daleall s Jll o) slae s & 1Y) sgdar iy paill ) 3l Caagy
Ll 5 ¢4 5 i all Jal gall 5 causlid o gol 5 Caallil g 4l o Cilalail g 4adlai g o_pualic 54l 5 og 1Y)
adedll sl 5 jall 138 adiy LeS ot sall celada¥) ) all g ee las WU Ao pall A ) COS Sl
LS caliill g Al Hall 3 Lgials g3 dalisall 5Sall el g Ao jlan Ao callall sac el Sl & 5 il
el s alal) (5 ginall e OIS ol e (e Ledabiay 38 W Jla slay) e Alal) Cu i ) g
el Lgale il 53 lgall dsand g Cay 23 DA (o (3l (sl ) jaall ading g st il

Prerequisites: ----

BS207 Numerical Analysis e Jalad

Computational errors - Floating - Point computation - Root Finding; Bisection method,
Newton's method. And secant method - Approximation Theory Polynomial
approximation, least squares method, interpolation, Extrapolation, Numerical
differentiation, and integration - Initial value problems for ordinary differential
equations: Euler method, Taylor - series methods, and Rung - Kutta methods -Multi
step method - Numerical solution of nonlinear systems of ordinary differential
equations - Numerical solutions to partial differential equations (Method for Elliptic)
Prerequisites:BS101 (Mathematics in Computer Science)

BS208 Projects Management il g pal) B

Initiating the Project - Planning the Project- Executing the Project - Monitoring and
Controlling the Project - Closing the Project- Integration Management - Scope
Management - Schedule Management - Cost Management - Quality Management-
Resource Management - Communications Management - Risk Management -
Procurement Management - Stakeholder Management.

Prerequisites: ----

(t7)



Bt 4ol FI
sbilaad| sSEd1§ Gilmilall dmalS P

e , : by Ao
(Gl gl |t e da!lg gdb-”nh“ mﬁl) ol Damietta University
BS209 Marketing and Sales Slasia g (G g

This course clarifies the marketing principles, concepts and activities in nonprofit
organizations. It also explains how these activities got influenced by cultural,
technological surrounding. the course shows how marketing conquers the instructions
goals. it also explains the four P in marketing (product, price, place, and promotion).

Prerequisites: ----

BS210 Digital Libraries Management dad 1) clisall 5

This course explores both the theory and practice of digital libraries in academic,
research, community, government, and other settings. Topics include definition’s;
digital objects (e.g., digitization processes, archiving, preservation); acquisitions and
collection development organization and representation of information (e.g.,
metadata, ontologies, classification, description); information architecture;
information access, user behavior and interaction; services, management, and
evaluation; issues (e.g., intellectual property, privacy, social, economic, sustainability);
evolving technologies; and research agendas.

Prerequisites: 1S202 (Database Systems)

Advanced Probabilities and Statistics | 4adiiall slaally c¥laiaY)

BS211 Applications in Computer Gulal) 8

Multiple Random variables, moment generating function and characteristic function.
Measures of central tendency — Statistical thinking for Data Science and Analytics.
Applications for computing.

Prerequisites: BS104 (Probabilities and Statistics Applications in Computer)

BS212 Operations Research clles Egay

Formulations and graphical solution - Algebraic solution: The simplex method and
dual-simplex method - Sensitivity analysis - analysis -Transportation and assignment
Problems - Integer Programming. cutting - Plance algorithms - branch and bound
method. Network analysis. Dynamic programming: Examples of dynamic
programming - Models and computations' solution of linear.

Prerequisites: BS104 (Probabilities and Statistics Applications in Computer)

(¢¢)
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BS213 | Professional Ethics for Computer Science | sl pslal Ayigall (DAY
Alail 3y DY) 5 jlmall 8 il D) 3 Ll Aigall CLaDAT aalall Ll iy o
g adlia g ales B laill Gl aal (e e STy caloe Ay g audi b Ly lldall o) 3l 3y el ¢ 5 ma
i€y LaS g A sl dadail plaia) (520 g cdilia s alae #lad) 8 Aigall CLENAT )00 oaalad) L)
(lgie 488 5o 233a 5 W B0 il apdai g Jasd) Jagsa 8 Dasall 4E0AY1 ja) skl Jalai 5 jlewe alldall
CLENAL QL & 5 LS e (o Lk anl g0 Lo Ja il 5 5 chasend) CLEMAY] a5 il g ol 5
Lo Al ) oAV Al g calee A5 cdudi b Al

Prerequisites: -----
Computational Mathematics for plaill oy pudad) bzl )
BS214 ) . oyt
learning and Data Science i) agle g

This course introduces fundamental mathematical concepts relevant to data and
computer science and provides a basis for further study in data science, statistics and
cybersecurity. Topics covered are probability: sets, counting, probability axioms,
Bayes theorem; optimization and calculus: differentiation, integration, functions of
several variables, series approximations, gradient descent; linear algebra: vectors and
matrices, matrix algebra, vector spaces; discrete mathematics: induction, difference
equations. The course draws connections between each of these fundamental
mathematical concepts and modern data science applications, and introduces Python
programming for data wrangling, algorithms, and visualization.

Prerequisites: BS102 (Discrete Structures)

BS215 Number Theory sy Ay s

This course is an elementary introduction to number theory. Topics to be covered

include:

o Primes, Divisibility, and the Fundamental Theorem of Arithmetic

« Greatest Common Divisor (GCD), Euclidean Algorithm

o Congruences, Chinese Remainder Theorem, Hensel’s Lemma, Primitive Roots
« Quadratic Residues and Reciprocity

« Arithmetic Functions, Diophantine Equations, Continued Fractions, etc.
Prerequisites: BS102 (Discrete Structures)

L
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CS102 Structured Programming A<l daa )

Introduces the fundamental concepts of structured programming. Topics include
software development and methodology, data types, control structures, functions,
arrays, Pointers and Strings, Structures and Dynamic Memory Allocation, The
Preprocessor, and File Input/Output and the mechanics of running, testing, and
debugging.

Prerequisites: -----

CS103 Object Oriented Programming FIRIRAR PO

Object-oriented programming: data abstraction, encapsulation, classes, objects,
templates, operator overloading, function overloading, inheritance, polymorphism,
exception handling, and streams.

Prerequisites: -----

CS205 Data Structures i) Jsa

Time and space complexity, Data Structures — Introduction to Data Structures,
abstract data types, Linear list —singly linked list implementation, insertion, deletion
and searching operations on linear list, circular linked list implementation, Double
linked list implementation, insertion, deletion and searching operations. Applications
of linked lists. Stacks-Operations, array and linked representations of stacks, stack
applications -infix to postfix conversion, postfix expression evaluation, recursion
implementation. Queues-operations, array and linked representations. Circular Queue
operations, Dequeuers, applications of queues. Searching and Sorting — Sorting- selection
sort, bubble sort, insertion sort, quick sort, merge sort, shell sort, radix sort, searching-
linear and binary search methods, comparison of sorting and searching methods. Trees
— Definitions, tree representation, properties of trees, Binary tree, Binary tree
representation, binary tree properties, binary tree traversals, binary tree implementation,
applications of trees.

Prerequisites: CS102 (Structured Programming)

CS206 | Introduction to Artificial Intelligence SLiba) g3 8 daria

This is an introductory course to artificial intelligence that covers fundamental topics
in Al, including Fundamental issues in intelligent systems - History of artificial
intelligence; Agents: Definition of agents; successful applications and state-of-the-art
agent-based systems; Search: Uninformed Search Strategies, Informed (Heuristic)
Search Strategies; introduction to reasoning, knowledge representation and planning.
Prerequisites: CS102 (Structured Programming)

(¢Y)
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CS207 Operating Systems J—dal) a3

Types of operating systems. Operating Systems structures: system components and
services, virtual machines. Process management: CPU scheduling: Scheduling
concepts, performance criteria, scheduling algorithm. Memory organization and
management for single user and multi-user system. Secondary storage management,
Disk scheduling, virtual memory.

Prerequisites: IT100 (Introduction to Information Technology)

CS308 Software Engineering el Aaia

Overview of software engineering, software requirement: requirement engineering
processes, system models, software prototyping. Design: architecture design,
distributed system architecture, object-oriented design, user interface design.

Study how to conduct software system: design V &V, management, and maintenance.
Understand four dimensions of system dependability: availability, reliability, safety,
security. Learn about different types of software maintenance. Be aware of the
processes involved in software evolution, including the process of software re-
engineering. Understand the differences between agile development methods and the
traditional software development methods.

Prerequisites: ----

CS309 Soft Computing 4 yal) La gal)

This course will cover fundamental concepts used in soft computing techniques. The
concepts of Neural Networks, Fuzzy Logic and Applications of Soft Computing
techniques to solve several real-life problems will be covered to have hands on
practices. In summary, this course will provide exposure to theory as well as practical
systems and software used in soft computing. After completing this course, you will
be able to learn: Fuzzy logic and its applications, artificial neural networks and its
applications, Applications of Soft computing to solve problems in varieties of
application domains.

Prerequisites: CS206 (Introduction to Artificial Intelligence)

(¢Y)
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CS311 Design and Analysis of Algorithms e )l sa Julad g avanal

This course introduces the fundamental techniques for designing and analyzing
algorithms, including asymptotic analysis; divide-and-conquer algorithms, greedy
algorithms, dynamic programming, multithreaded algorithms, number-theoretic
algorithms and RSA cryptosystem, NP-completeness, and approximation algorithms.
Prerequisites: CS102 (Structured Programming)

CS313 Machine Learning v alas

Introduction to Machine Learning, a Formal Learning Model, The Bias-Complexity
Tradeoff, Decision Tree learning, Instance based learning, Supervised learning
(Classification, Regression and Forecasting), Unsupervised learning (clustering and
dimension reduction), Semi-supervised learning.

Prerequisites: CS206 (Introduction to Artificial Intelligence)

CS314 Image Processing Lgall dallaa

Digital image fundamentals ; Image enhancement in the spatial domain: grey level
transformation; Histogram processing; Spatial filters; Image enhancement in frequency
domain: 2-D Fourier transform; Other transforms; Smoothing filters; Sharpening
filters; Image restoration; Noise model; Estimating the degradation function; Wiener
filter ; Geometric transformations; Image segmentation : detection of discontinuities;
edge linking and boundary detection; Thresholding; Region based segmentation;
Morphological image processing: operation concepts; some basic algorithms.
Prerequisites: 1'T227 (Digital Signal Processing)

CS315 Computer Graphics Gty o

Introduction to Computer Graphics; Overview of Graphics systems; Line drawing
algorithms; Circle drawing algorithms; FEllipse drawing algorithms; Area filling
algorithms; Polygon filling algorithms; Line clipping algorithms; Polygon clipping
algorithms; Two dimensional transformations; (translation — rotation — scaling —
general transformations — composite transformations); Three-dimensional object
representation and Projections; Three-dimensional modeling and transformations.
(Translation — rotation — scaling — sheer — reflection — composite); Three-dimensional
Viewing and Camera Model.

Prerequisites: CS207 (Operating Systems)

(¢M)
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CS316 Cryptography adal)

The specific topics will include:

 Introduction, need of security. History.

« Substitution and monoalphabetic ciphers.

« Vigenere cipher, coincidence index.

« A touch of number theoretical algorithms.

« Private key cryptography.

« Data Encryption Standard - DES.

« Rijndael, Advanced Encryption Standard - AES.

« Secure hashing algorithms - SHA-family, NIST competition.

« Public key cryptography. One-way functions.

« Rivest-Shamir-Adleman cryptosystem - RSA. RSA-xxx challenges.

« Overview of ElGamal cryptosystem, discrete logarithms, digital signatures.
Prerequisites: BS215 (Number Theory)

CS317 Advanced Artificial Intelligence adiial) olikaY) lSYY

This course will cover several advanced topics in Artificial Intelligence. Topics may
include probabilistic reasoning, constraint satisfaction, reactive systems, knowledge-
based learning, emergent behavior, intelligent multiagent systems, Probabilistic
reasoning, Markov decision processes, hidden Markov models, Bayes nets.
Prerequisites: CS206 (Introduction to Artificial Intelligence)

CS318 Logic Programming dalaial) daa )

The main goal of this lecture is to provide a basic information in the subject of Logic
Programming. The lecture starts with basics of programming in Prolog. A brief
introduction to computational logic is followed by the description of a theoretical
background of logic programming language Prolog. Constraint logic programming is
presented from the theoretical and practical point of view. Implementation of Prolog is
discussed in the last part of the lecture together with basic optimization techniques.
Lectures are focused on practical aspects of logic programming.

Prerequisites: BS102 (Discrete Structure)

8322 Probabilistic Graphical Models laiay) e g ) gz dalll

Graphical models bring together graph theory and probability theory and provide a

flexible framework for modeling large collections of random variables with complex

interactions. This course will provide a comprehensive survey of the topic, introducing
(£%)
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the key formalisms and main techniques used to construct them, make predictions, and
support decision-making under uncertainty. The aim of this course is to develop the
knowledge and skills necessary to design, implement and apply these models to solve
real problems. The course will cover: (1) Bayesian networks, undirected graphical
models and their temporal extensions; (2) exact and approximate inference methods;
(3) estimation of the parameters and the structure of graphical models.

Prerequisites: BS104 (Probability and Statistics Applications)

CS323 Decision Making under Uncertainty Ol ade g A )8 ada
The course provides a comprehensive introduction to probabilistic graphical models.

At the end of the course the student should be able to model problems using graphical
models; design inference algorithms; and learn the structure of the graphical model

from data.

1. Fundamentals: Fundamentals of Graph Theory - Paths, Cliques, Subgraphs,
Cycles and Loops.

2. Graphical Models: Introduction - Directed Models (Bayesian Network),
Undirected Models (Markov Random Fields), Dynamic Models (Hidden Markov
Model & Kalman Filters) and Factor Graph; Conditional Independence (Bayes Ball
Theorem and D-separation), Markov Blanket, Factorization (Hammersley-Clifford
Theorem), Equivalence (I-Maps & Perfect Maps); Factor Graphs - Representation,
Relation to Bayesian Network and Markov Random Field.

3. Inference in graphical models: Exact Inference - Variable Elimination,
Elimination Orderings, Relation to Dynamic Programming, Dealing with
Evidence, Forward-Backward Algorithm, Viterbi Algorithm; Junction Tree
Algorithm; Belief Propagation (Sum Product); Approximate Inference -
Variational Methods (Mean Field, Kikuchi & Bethe Approximation), Expectation
Propagation, Gaussian Belief Propagation; MAP Inference - Max-Product, Graph
Cuts, Linear Programming Relaxations to MAP (Tree-Reweighted Belief
Propagation, MPLP); Sampling - Markov Chain Monte Carlo, Metropolis
Hastings, Gibbs (Collapsing & Blocking), Particle filtering.

4. Learning in Graphical Models: Parameter Estimation - Expectation
Maximization, Maximum Likelithood Estimation, Maximum Entropy,
Pseudolikelihood, Bayesian Estimation, Conditional Likelihood, Structured
Prediction; Learning with Approximate Inference; Learning with Latent Variables;
Structure Learning, Structure Search, L1 priors.

Prerequisites: CS102 (Structured Programming)
()
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CS325 Deep Generative Models 4l gl ddand) gz Sl

Students will study the probabilistic foundations and learning algorithms for deep
generative models, including variational autoencoders, generative adversarial
networks, autoregressive models, and normalizing flow models. The course will also
discuss application areas that have benefitted from deep generative models, including
computer vision, speech and natural language processing, graph mining, and
reinforcement learning.

Prerequisites: CS206 (Introduction to Artificial Intelligence)

CS327 Programming for Problem Solving DSl Jad daa )

1. Basic model of computation, Notion of Algorithms 2. Basics of functional
programming 3. Iterative versus recursive 4. Correctness and efficiency issues in
programming, time, and space measures 5. Basics of imperative style programming 6.
Assertions and loop invariants 7. Top-down design and examples of stepwise
refinement 8. Problem solving and algorithm development.

Prerequisites: CS103 (Object Oriented Programming)

CS432 Computer Vision calally 43,1

This course introduces computer vision including fundamentals of image formation;
camera imaging geometry; feature detection and matching; Multiview geometry
including stereo, motion estimation and tracking; and classification. We’ll develop
basic methods for applications that include finding known models in images, depth
recovery from stereo, camera calibration, image stabilization, automated alignment
(e.g. panoramas), tracking, action recognition, and shape from X.

Prerequisites: CS314 (Image Processing)

CS433 Cloud Computing dglad) A gall

The course presents a top-down view of cloud computing, from applications and
administration to programming and infrastructure. Its focus is on parallel programming
techniques for cloud computing and large-scale distributed systems, which form the
cloud infrastructure. The topics include overview of cloud computing, cloud systems,
parallel processing in the cloud, distributed storage systems, virtualization, security in
the cloud, and multicore operating systems. Students will study state-of-the-art
solutions for cloud computing developed by Google, Amazon, Microsoft, Yahoo,
VMWare, etc. Students will also apply what they learn in one programming assignment
and one project executed over Amazon Web Services.

Prerequisites: 1T203 (Computer Networks)

(°Y)
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CS434 Pattern Recognition Ly Ao Gl

Introduction to pattern recognition, Decision functions, Classification by Distance
Functions and Clustering, Classification Using Statistical Approach, Feature Selection,
Syntactic Pattern Recognition.

Prerequisites: CS313 (Machine Learning)

CS435 Smart Applications A<M clidatl)

This course is designed as a collection of tutorials and case studies presented by
lectures. Basically, three topics will be covered. In the first field, students will discover
the topic of wearable devices and wearable technologies. Afterwards, some sessions
on Internet of Things applications will be considered. Finally, an overview on some
other smart systems will be described.

Prerequisites: CS206 (Introduction to Artificial Intelligence)

CS436 Natural Language Processing daphal) clall) Aadlaa

Students will learn how to process written text from basic of fundamental knowledge
starts with Finite automata, Regular expression, and probabilistic model with n-grams.
Recognizing Speech and parsing with grammar. This course also covers basis of
semantic analysis and discourse analysis and drives it to machine translation.
Approaches to transfer learning in NLP. This NLP course will boost student knowledge
to research level where they can conduct new levels of research.

Major Components of the Course include:

Basic Text Processing: Tokenization, Stemming

Language Modeling: N-grams, smoothing.

Morphology, Parts of Speech Tagging

Syntax: PCFGs, Dependency Parsing

Topic Models

Distributional Semantics

Lexical Semantics, Word Sense Disambiguation

Information Extraction: Relation extraction

Text Classification, Sentiment Analysis

Transfer Learning for NLP: Basic and Advanced Models; Analysis.

Prerequisites: CS206 (Introduction to Artificial Intelligence)

(°Y)
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CS438 Computational Intelligence cbaal) £lSXY

Symbolic Learning -Support Vector Machines - Hybrid Intelligent Methods-

Evolutionary Computation.
Prerequisites: CS206 (Introduction to Artificial Intelligence)

CS445 Computational Cognitive Science sSI Y As gal) ale

This course provides an introduction/review of the idea of computational approaches
to studying cognition; the mind as information-processing system; Marr's levels of
analysis; The general motivations underlying the computational modelling of
cognition; parallel versus serial processing, flow of information, timing effects;
Rational/probabilistic approaches and issues addressed by these approaches:
adaptation to the environment, behavior under uncertainty, learning, timing effects.
Top-down versus bottom-up processing, online processing, integration of multiple
sources of information. Methodology and issues in the development and evaluation of
cognitive models.

Prerequisites: BS101 (Mathematics in Computer Science)

CS449 New trends in Computer Science alal) a gle o Blaa clalad)

This course aims to introduce students to novel topics in Computer Science that need
to be identified in a responsive manner as technology and its use evolve and develop.
This course is essentially a flexibility enhancing will be filled on a year-by year basis.

CS451 Secure Programming daaY) daa yall

The purpose of the course is to learn about secure software, including its design,
implementation, and maintenance. During the course students will be exposed to a
selection of topics from the following: performing threat modelling, issues in
authentication and authorization, auditing for security, input sanitizing, TOCTOU
vulnerabilities, memory management issues, fixing vulnerabilities and patch
distribution. The course requires previous programming experience and some
understanding of computer systems.

Prerequisites: CS103 (Object Oriented Programming)

(°v)
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IT100 Introduction to Information Technology | ciaglaall L o} 4iSi 3 datia

This course introduces the students to the fundamentals of various aspects of
Information Technology (IT). It provides a working knowledge to IT terminology,
processes that use I'T, and the components found in telecommunications and computer
systems that are used by IT professionals. The course material is discussed in context
to IT careers. For example, operating systems are introduced from the viewpoint of
what a system administrator would need to know to improve performance verses what
a computer science engineer would need to know to develop a new software algorithm.
Topics include Computer fundamentals, computer architecture, digital storage and data
representation, networking, database management systems, system and application
software, Internet and World Wide Web, computer security.

Prerequisites: -----

IT101 Electronics il g yAs)
Ohm’s law and DC electric circuits. Basics of semi-conductors. P-N Junction and its

applications. Special diodes (zener diode, varactor diode and optical devices). Bipolar
junction transistor and Biasing. Field effect transistor.
Prerequisites: ---—-

1T202 Data Communication Uil Jal 3

Data transmission concepts, terminology and techniques, Data communication
description and criteria, Components of communication system, Data communications
models, Data Flow in Communication. Computer Networking Concepts, Computer
Network, Network Components, Network Criteria, Physical Topology, Network
Types, Switching, Internet, Internetwork, Standards and Administration. Network
Model, Protocols, Protocol Layering, TCP/IP Protocol Suite, OSI Model. Analog and
Digital data, Analog and Digital Signals, Transmission Impairment, Data Rate Limits.
Data encoding and decoding techniques, Digital-To-Digital Conversion, Analog-To-
Digital Conversion, Digital-To-Analog Conversion, Analog-To-Analog Conversion,
Transmission Modes, Transmission media types and characteristics, Guided Media,
Unguided Media: Wireless, Optical fiber systems, Multiplexing techniques.

Prerequisites: -----

(°%)
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IT203 Computer Networks culall el

This course addresses the layered structure of computer communication networks,
Different network topologies. It focuses on networking basics, routers, and routing
basics and the most widely used TCP/IP protocol suite, Routing strategies. The course
covers concepts in networking including circuit switching networks and packet
switching networks; Internet routing and business relationships; IPv4 and IPv6
addressing. After completion of this course, students will have general knowledge
about computer networks, a thorough understanding and practical skills of cabling,
managing routers, and TCP/IP Internetworking. Students will also be able to categorize
the network functions, evaluate and justify networks, and device performance using
the OSI model. The course will cover the problems of Computer Networks and the
standard ways to approach and resolve these problems, including relevant real-world,
state-of-the-art examples. The practical for the course will allow students to apply
theory to real-world examples.

Prerequisites: 17202 (Data communication)

1T204 Internet Technology Cud A Ly ol 93
Internet TCP/IP suit, Internet domains, Addressing, Internet infrastructure and
infostructure, Internet protocols, Internet hardware components, Internet accessing,
Internet and Extranet, Video conferencing over Internet, Mailing Voice over IP;

Multimedia communication over Internet, Audio, Video streaming Website design and
application.
Prerequisites: 1T203 (Computer Networks)

IT205 Web Programming Gu gl daa

This course is designed to provide the student with foundational programming
knowledge and skills for application development on the Internet. There are 5 main
modules we will cover in the course to introduce key web programming technologies:
1. Webpage structure and appearance with HTMLS5 and CSS

2. Client-side interactivity with JS DOM and events

3. Using web services (API's) as a client with JS

4. Writing web services with PHP

5. Storing and retrieving information in a database with MySQL

Prerequisites: CS102 (Structured Programming)

(°°)
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IT226 Logic Design (sthia araal

Basic logic concepts: Logic states, Boolean algebra, basic logical operations, gates and
truth tables. Combinational logic: Minimization techniques, multiplexers and de-
multiplexers, encoders, decoders, adders and subtractions, comparators, programmable
logic arrays and memories, design with MSI, logic families, tristate devices. Sequential
logic: Flip flops, mono-stable multi-vibrators, latches and registers. Counters.
Prerequisites: IT101 (Electronics)

1T227 Digital Signal Processing duad ) el LY Aadlaa

Review of principles of discrete signals in time and frequency; Transform-domain
representations of discrete time sequences; Fast Fourier transform; Structural
representations of digital filters; Digital Filter design problems; Implementation aspect
of DSP algorithms; filter banks and wavelets; spectral estimation; Multirate Signal
Processing; Applications.

Prerequisites: IT101 (Electronics)

Introduction to Cyber Security s sead) Gy

| 1T228

This course introduces the concepts and understanding of the field of computer security
and how it relates to other areas of information technology. Topics include security
threats, hardening systems, securing networks, cryptography, and organizational
security policies.

Prerequisites: IT100 Introduction to Information Technology

IT305 Signals and Systems phaiy il L

. Signal Representation

. System Classification

. Singularity Functions

. Convolution

. Fourier series and Applications to Electric Circuits
. Fourier Transforms

. Nyquist Sampling Theorem

. Fourier analysis of Discrete Systems

. Laplace Transforms, Transfer Functions and Applications to Electric Circuits
10. Discrete-Time Systems and Z-Transforms

11. Digital Computer Simulation

Prerequisites: 1'T202 (Data Communication)

O 01N N~ W
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IT306 Advanced Computer Networks daaiial) Cuudal) CilSu

This course will cover:
Partl: The principles of networking with a focus on algorithms, protocols, and
implementations for advanced networking services, IP routing and traffic engineering.
The course deals with the Internet, with emphasis on routing, transport protocol design,
flow control and congestion control, quality of service, traffic engineering and MPLS.
It also introduces network virtualization and software-defined networking (SDN).
Finally, advanced techniques for application interworking are worked out, which are
based upon standard and intelligent network computation models.

Part2: A virtual private network (VPN) is a network that uses the Internet, to provide
remote offices or individual users with secure access to their organization's network.
Learn about the advantages of VPN:

 Improve security for data exchanges.

« Improve productivity.

 Functionality and resources shared from a corporate office.

o If data is intercepted, it will be encrypted and will not be readable to outside hackers.

o Learn about PPTP, L2TP, IPsec, and more.

Prerequisites: IT203 (Computer Networks)

IT307 Multimedia dadaial) Jailus ol

Multimedia is the combined use of text, graphics, sound, animation, and video. The
primary objective of this workshop is to teach participants how to develop multimedia
programs. Another objective is to demonstrate how still images, sound, and video can
be digitized on the computer. Participants in this workshop will create their own
multimedia courses using Hyper Studio on the Macintosh platform. Hyper Studio is an
authoring tool that allows you to develop an electronic stack of cards that contain
buttons, graphics, and text. Issues concerning multimedia design and its use in
education will be the focus of reading and class discussions throughout the course of
the workshop.

Prerequisites: CS102 (Structured Programming)

IT308 Computer Network Security ) SilSads (el

The course is a study of fundamental concepts and principles of computing and
network security. The course covers basic security topics, including symmetric and
public key cryptography, digital signatures, cryptographic hash functions,
authentication pitfalls, and network security protocols.

Prerequisites: I'T203 (Computer Networks)
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IT309 Computer Architecture and e
Organization uaalal) a i g Ay

Computer basic units’ organization and design: memory, control, arithmetic and logic
unit, input/output. Computer instructions and addressing modes, timing and control,
execution cycle of instructions. Input, output and interrupt. Arithmetic processor
algorithms. Hardwired versus microprogramming control organization.
Prerequisites: IT101 (Electronics)

IT310 Speech Processing sl dallea

Speech Processing offers a practical and theoretical understanding of how human
speech can be processed by computers. It covers speech recognition, speech synthesis
and spoken dialog systems. The course involves practical’s where the student will build
working speech recognition systems, build their own synthetic voice, and build a
complete telephone spoken dialog system. This work will be based on existing toolkits.
Details of algorithms, techniques and limitations of state-of-the-art speech systems will
also be presented. This course is designed for students wishing would understand how
to process real data for real applications, applying statistical and machine learning
techniques as well as working with limitations in the technology.

Prerequisites: IT101 (Electronics)

IT311 Embedded Systems daaal) A1)

An introduction to the design of embedded systems, with an emphasis on
understanding the interaction between hardware, software, and the physical world.
Topics covered include.
. Introduction to Embedded Systems and Microcontroller-based Circuit Design
. Instruction Set Architecture
. C Programming Review and Dissection
. C Start-Up Module and Simple Digital I/O
. Analog to Digital Conversion
. Disciplined Software Development
. Serial Communications
. Interrupt concepts and behavior and how to program with them in C
. Interrupt-Driven Serial Communications and Sharing Data
10. Non-Preemptive Scheduling
11. Software Testing
12. Preemptive Scheduling
13. Process Coordination and Scheduling
Prerequisites: I'T309 (Computer Architecture and Organization)

OO0 1IN A W=
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IT312 Fundamentals of Robotic systems <l g9 9 Aadasi cibaabi

This course include: Robot anatomy-Definition, law of robotics, History and
Terminology of Robotics Accuracy and repeatability of Robotics Simple Problems-
Specifications of Robot Speed of Robot-Robot joints and links-Robot Classifications-
Architecture of robotic systems-Robot Drive Systems-Hydraulic, Pneumatic and
Electric system, Mechanical grippers-Slider crank mechanism, Screw type, Rotary
actuators, cam type-Magnetic Grippers-Vacuum grippers-Air operated grippers-
Gripper force analysis Gripper design-Simple problems-Robot controls-Point to point
control, Continuous path control, Intelligent robot-Control system for robot joint-
Control actions-Feedback devices-Encoder, Resolver, LVDT-Motion Interpolations-
Adaptive control, Robot kinematics Types- 2D, 3D Transformation-Scaling, Rotation,
Translation Homogeneous coordinates, multiple transformation-Simple problems.
Sensors in robot — Touch Sensors-Tactile sensor — Proximity and range sensors —
Robotic vision sensor-Force Sensor-Light sensors, Pressure sensors. Robot work cell
design and control-Sequence control, Operator interface, Safety monitoring devices in
Robot-Mobile robot working principle, actuation using MATLAB, NXT Software
Introductions-Robot applications- Material handling, Machine loading and unloading,
assembly, Inspection, Welding, Spray painting and undersea robot.
Micro/Nanorobotics system overview-Scaling Effect-Top down and bottom-up
approach- Actuators of Micro/Nano robotics system-Nanorobot communication
techniques-Fabrication of micro/nano grippers-Wall climbing micro robot working
principles-Biomimetic Robot-Swarm robot-Nanorobot in targeted drug delivery
system.

Prerequisites: CS206 (Introduction to Artificial Intelligence)

IT329 Web Applications o o) Bl

This course will give students the basic background, terminology and fundamental
concepts that they need to understand in order to build modern full stack web
applications. A full stack web developer is familiar with each "layer" of the software
technologies involved in a web application, including data modeling and database
technologies, the web server environment and middleware components, network
protocols, the user interface and basic visual design and user interaction concepts.
Prerequisites: IT100 (Introduction to Information Technology)
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1T423 Internet of Things Ll e yil)

The course covers the following areas: Internet in general and Internet of Things:
layers, protocols, packets, services, performance parameters of a packet network as
well as applications such as web, Peer-to-peer, sensor networks, and multimedia.
Transport services: TCP, UDP, socket programming. Network layer: forwarding &
routing algorithms (Link, DV), IP-addresses, DNS, NAT, and routers. Local Area
Networks, MAC level, link protocols such as: point-to-point protocols, Ethernet, WiF1
802.11, cellular Internet access, and Machine-to-machine. Mobile Networking:
roaming and handoffs, mobile IP, and ad hoc and infrastructure less networks. Real-
time networking: soft and real time, quality of service/information, resource
reservation and scheduling, and performance measurements. IoT definitions:
overview, applications, potential & challenges, and architecture. [oT examples: Case
studies, e.g., sensor body-area-network and control of a smart home. Lab: performance
measurements on local wireless and mobile networks.

Prerequisites: IT203 (Computer Networks)

1T424 Network Forensics AN B de pad) AaY)

Forensics fundamentals. Examination of techniques and tools used to investigate,
search, collect, analyze, and report on network-based breaches and events. Convey
privacy, security, and legal issues on computer networks and the internet. Utilize
methods used to prevent, detect, and investigate network and internet-related crimes.
Collect and examine various types of digital evidence from computers and computer
networks using forensically- sound techniques and/or technologies. what it means to

be a forensic investigator or analyst.
Prerequisites: 1T203 (Computer Networks)

1T425 Networked Embedded Systems CASLEN Aaanall Aalaiy)
This course introduces the students to the design of embedded systems with a focus in
unprecedented cyber-physical systems and internet of things applications such as
health care, connected vehicles, and augmented/virtual reality. This course presents the

unique capabilities of embedded technologies and takes a holistic approach to design
end-to-end systems. These systems span various thrusts that cut across both horizontal
and vertical architectural layers. Focused horizontal thrusts are:

1) hardware platforms for emerging applications at the edge,

2) software for bare-metal platforms, and embedded OS

3) network-based coordination for distributed entities and
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4) cloud-based services for compute-intensive tasks. It also dives into details of vertical
thrusts cutting across all layers such as security-aware design, programming
paradigms, and resource optimizations in current systems. Finally, the course explores
system and security issues that arise with a human in the loop of embedded systems
design.

Prerequisites: IT311 (Embedded Systems)

1T428 Mobile and Cyber-Physical Systems @\Mp‘@}d‘ sy
Tty il

The course covers mobile and cyber-physical systems by providing an overview of
1ssues, solutions, architectures, technologies and standards. It offers to the students an
overall, coherent view of the organization of IoT systems, from the networking and
sensing levels to the applications. Specifically, it shows how mobile, heterogeneous
elements (from low-end sensors to high-end devices) form pervasive networks
integrated in the internet and how they interact among themselves and with the
surrounding physical world.

Prerequisites: IT311 (Embedded Systems)

IT435 Cpalilg el i) a3 dadia
Information Security &Bugs hunting Cila plaall

In this course students learn the basics of information security, in both management

aspect and technical aspect. Students understand various types of security incidents

and attacks and learn methods to prevent detect and react incidents and attacks.

Students will also learn basics of application of cryptography, which are one of the key

technologies to implement security functions.

Major Topics to be Include:

1. Introduction to Information Security: Attacks, Vulnerability, Security Goals,
Security Services, and mechanisms

2. Conventional Cryptograph Techniques: Conventional substitution and transposition
ciphers, One time Pad, Block cipher and Stream Cipher, Steganography

3. Symmetric and Asymmetric Cryptographic Techniques: DES, AES, RSA algorithms

4. Authentication and Digital Signatures: Use of Cryptography for authentication,
Secure Hash function, Key management - Kerberos

5. Program Security: No malicious Program errors— Buffer overflow, Incomplete
mediation, Time of check to Time use Errors, Viruses, Trapdoors, Salami attack,
Man-in-the- middle attacks, Covert channels.

6. Security in Networks: Threats in networks, Network Security Controls Architecture,
Encryption, Content Integrity, Strong Authentication, Access Controls, Wireless

()
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Security, Honeypots, Traffic flow security, Firewalls - Design and Types of
Firewalls, Personal Firewalls, IDS, Email Security- PGP,S/MIME

e Understanding of Kali Linux Fundamentals

e Familiarity with Penetration Testing

e Knowledge of Red Teaming

e Understanding the responsibilities of SOC

e Basic knowledge of Networking

e XSS and XXE Vulnerability Identification

e Acquaintance with Burp Suite

e SQL Injection Identification

Prerequisites: 1S201 (Introduction to Information Systems)

1T437 Advanced Cyber security PO PIVOR W {

This course covers the duties of cybersecurity analysts who are responsible for
monitoring and detecting security incidents in information systems and networks, and
for executing a proper response to such incidents. The course introduces tools and
tactics to manage cybersecurity risks, identify various types of common threats,
evaluate the organization's security, collect and analyze cybersecurity intelligence, and
handle incidents as they occur. Ultimately, the course promotes a comprehensive
approach to security aimed toward those on the front lines of defense.

Prerequisites: 1'T228 (Introduction to Cyber Security)

*New Trend in Information Technology L 91 5383 (8 Bagaa cilalad)*
1T440 il glaal)

This course intends to introduce special topics of current trends in information
Technology. This course is essentially a flexibility enhancing will be filled on a year-
by-year basis.

Prerequisites: -—-
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Coloslal) alil yaad Siy yie : el

1S202 Database Systems i) 3o g alas

Fundamental Database Concepts * The Entity Relationship (= ER) Model (the most
common approach to conceptual database design) ¢ The Relational Data Model —
Relations — Integrity Constraints (keys, foreign keys, etc.) * Logical Database Design
(ER to relational schemas). Relational Algebra. Various modern data models, data
security and integrity, and concurrency.

Prerequisites: CS102 (Structured Programming)

1S203 Systems Analysis and Design A1l arasat g Jalad

Recognize the topics related to the upper phases of the Information Systems

Development Life Cycle. ® Learn the conceptual foundations of planning of IS, the
detailed analysis of IS, and the Conceptual design of IS. e Recognize Project
prioritization, Analysis of project feasibility. learn analysis of system requirements;
Data collection methods; Methods for structuring and communicating requirements
Understand the requirements of 1/O design, input validation and user interface design
(GUI). e Understand the build of Modular top-down analysis, design and testing,
CASE tools for system analysis and design. e Understand the major issues in
implementing computerized support systems. Specifying implementation alternatives
for a specific system. Methods and impact of implementation alternatives on system
requirements specification.

Prerequisites: 1S201 (Introduction to Information Systems)

IS205 Software Project Management iliaa gl A jLdia 3 1)

This course introduces Software Project Management. Selection of a Project Approach.
Project Estimation Techniques. Project Planning and Project Scheduling. Project
Organization and Team Structures. Risk Management. Resource Allocation. Project
Monitoring and Control, Software Configuration Management. Software Quality
Management.

Prerequisites: -—-
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IS315 File Processing and Organization Cililal) andati g Allaa

Overview of Files: File design, file manipulation, blocking and buffering: single and
double buffering. Types of storage devices: magnetic tape and disks. Space and time
calculation. Sequential file, relative file, indexed sequential file, multiple key files, and
direct access file. External sort/merge algorithms. File systems-disk scheduling.
Prerequisites: CS102 (Structured Programming)

1S429 Mobile Applications Development Jpanall Ciilgl) iyt ok

This course introduces students to programming technologies, design and development
related to mobile applications. Topics include accessing device capabilities, industry
standards, operating systems, and programming for mobile applications using an OS
Software Development Kit (SDK). Upon completion, students should be able to create
basic applications for mobile devices.

Prerequisites: CS103 (Object Oriented Programming)

1S430 Data Visualization SUlall A pal) (i )
This course is all about data visualization, the art and science of turning data into
readable graphics.

Major Topics to be Included:

1. Introduction to data visualization- Data for data graphics, Tableau introduction
2. Design principles- Categorical, time series, and statistical data graphics

3. Storytelling- Multivariate displays

4. Geospatial displays

5. Dashboards, interactive and animated Displays

6. The visual pitch

Prerequisites: 1S202 (Database Systems)

IS431 Knowledge Representation 43 pal) Jiia

The course covers basic concepts in knowledge representation, reasoning, and its
application in the Semantic Web. Introduction to knowledge representation and its role
in artificial intelligence enable students to design and apply knowledge-based systems
and understand the limitations and complexity of algorithms for representing
knowledge. Knowledge graphs, ontology design patterns, description logic, linked data
frameworks). Knowledge Extraction as a hybridization of either rule-based heuristics
(scraping, linguistic patterns, graph-based data analysis), or statistical methods
(machine learning, data mining) for extracting data from arbitrary content.
Prerequisites: 1S202 (Database Systems)
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DF201 Principles of Criminal Law Al O LAl gl
OSOIS (LS )l ey yall iy yai g0 shat 5 Aliall () s8I o sefa Ul iy yas A1 8all 138 Cangy
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Prerequisites: ----

DF302 Digital Forensics & Incident
Response
s A0 lgm At 5 Cijlaall (e de seme Ul QL) ) ) Saal) 138 Caagy
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* Prerequisites: I'T228 (Introduction to Cyber Security)
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DF303 Image Forensics syall Alad) Jalasl)

The course will cover how to properly identify, collect, and handle digital video and
image evidence in a way that maintains evidence integrity and is consistent with best
practices in the field. Industry-standard tools and workflows will be utilized to process
this specialized evidence in a forensically sound manner to find and highlight details
in the video and images that are not readily visible. Participants will be exposed to a
wide variety of evidence and tools, mimicking real-world situations in practical hands-
on exercises, and will produce court-ready demonstratives and reports showing the
results of their analysis.

Topics

« Different types of image and video formats

o Technique in handling and managing digital images and video.

« Extracting digital image and video evidence from a variety of devices

o Compression and compression artifacts

« DVR system handling, analysis, and data extraction

o Frame extraction and analysis.

« Video and Image enhancement techniques

o Forensic workflow considerations including creating courtroom demonstratives.

o Metadata analysis and authentication.

Prerequisites: CS314 (Image Processing)

DF304 Files System Forensics Cildlal) aldai & liad) Julal)

This course will provide students with an understanding of common file systems and
operating system artifacts. Students will learn the general components of the FAT and
NTFS file systems, including in-depth examination and analysis to fully understand
how file systems store data on digital media. Students will explore artifacts from
common operating systems such as Microsoft’s Windows and Apple’s macOS. The
course will highlight the most common file systems and operating system artifacts to
better prepare students for real-world computer/digital forensics.

Prerequisites: ----

(1)
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DF305 Criminal Psychology (Al (udil) ale
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Prerequisites: ----

DF306 | Ethical Hacking and Security Assessment | ¥ anilly ANAY (3l 5aY)

This course 1s designed to teach students the hacking skills and methodology needed
to perform a penetration test against an organization. During the Ethical Hacking
course, you will learn to break into a network using various hacking tools and operating
systems; assess the state of the network, computer systems, and servers; analyze an
organization’s security posture; and make recommendations for securing the network.
Through practical, virtual lab environments, you will gain real-world, hands-on skills
with today’s latest tools and technologies to improve the security of organizations.
After completing this course, you will be able to:

« Differentiate between different types of hackers.

« Walk through the five phases of hacking.

o Perform detailed reconnaissance, studying a targets infrastructure via (search
engines, Shodan and Email Tracking Tools).

Scan target networks using different scanning tools.

Exploit target systems to gain access.

Cover your tracks using different techniques.

Identify wireless hacking methodology and tools.

Pinpoint mobile platform attack vector and android vulnerabilities.

Explore cloud computing concepts, threats, and attacks.

Explore different types of cryptography ciphers and cryptography attacks.

Identify different threats to IoT platforms.

Prerequisites: 1'T228 (Introduction to Cyber Security)

(1Y)
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DF407 Mobile Device Forensics 4 gasall 33gaY) A Alal) Jalas)

The student will:

« Discover new techniques in practical mobile forensics.

o Analyze the architecture and security mechanisms present in i1OS and Android
platforms.

« Identify and analyze sensitive files on 10S and Android platforms.

« Extract and recover data from 10S and Android Platforms

« [Evaluate third-party application techniques and data recovery techniques.

o Correlate data collected from attacks and developed comprehensive reports to
support management decision making and potentially legal proceedings.

Prerequisites: DF302 (Digital Forensics & Incident Response)

DF408 Criminal Procedure 4ilial) cile) 2y
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Prerequisites: ----
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DF409 Malware Analysis and Reverse Engineering s w; < @“ )

This course provides students with a foundational knowledge about reverse
engineering and malware analysis, through the study of various cases and hand-on
analysis of malware samples. It covers fundamental concepts in malware investigations
so as to equip the students with enough background knowledge in handling malicious
software attacks. Various malware incidents will be covered, such as cases in
Ransomware, banking-trojan, state-sponsored and APT attacks, cases in Stuxnet and
malicious software attacks on Industrial Control System and IoT devices. With the
experience of studying these cases and analyzing selected samples, the students will be
able to understand the global cyber security landscape and its future impact. Hands-on
exercises and in-depth discussion will be provided to enable students to acquire the
required knowledge and skill set for defending and protecting an enterprise network
environment. This course, you will be able to:

Modern malware.

OS internals.

Sandbox virtualization and behavioral analysis.

Reverse engineering and code analysis.

Identify malware through memory forensics.

Cyber threat intelligence and 10Cs.

. Incident response.

Prerequisites: 1T228 (Introduction to Cyber Security)

N U AL

a9 cafaaagill 4 dadlcal)
DF410 Threat Intelligence & Threat Hunting e "ﬁ .xg.:d\

This course gives you the knowledge and tools to become a skilled threat hunter and
effectively leverage threat intelligence. Through a hands-on approach, you'll learn how
to leverage Endpoint Detection and Response (EDR) tools to detect, investigate, and
respond to potential threats. We'll dive deep into cybercriminals' tactics, techniques,
and procedures (TTPs) and explore how to develop a proactive mindset to stay one
step ahead. With a strong focus on practical applications, you'll gain real-world
experience in threat hunting, using advanced techniques to uncover hidden threats
within your organization. Additionally, this course will give you the skills to leverage
threat intelligence effectively. You'll learn to collect, analyze, and apply threat
intelligence data to enhance your threat-hunting capabilities. By understanding the
motivations and strategies of threat actors, you can anticipate their next moves and
effectively defend your organization's assets. Key Topics Covered:

1. Introduction to EDR: Understanding the Basics

2. Threat Hunting Methodologies and Techniques

3. Leveraging EDR Tools for Threat Hunting

4. Advanced Threat Hunting Techniques and Tactics

(%)
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5. Analyzing Threat Intelligence Data

6. Applying Threat Intelligence in Threat Hunting

7. Incident Response and Remediation Strategies

8. Improving Security Posture through Threat Hunting
Prerequisites: 1T228 (Introduction to Cyber Security)

DF411 Metasploit Essentials ol grealize duaie sl

This course is an additional advantage for cyber security professionals to enhance their
penetration testing skill. Hacking without using automated tools is not feasible
anymore, and Metasploit is the regarded task because of its automation and execution.
This course educates the procedure and methodologies to undertake a clever strategy
at the same time as accomplishing penetration testing using Metasploit. Kali Linux as
an attacker device is used, this course covers the basis of ethical hacking to the advance
practices, So an awesome hacking path for beginners. 95% of Security experts use
distribution like Kali Linux/Backtrack, which comprises huge amounts of tools that
guides pentesters to perform audits and Metasploit Framework is a highly sophisticated
tool. The course is specially designed as a whole guide to understand and handle
Metasploit Tool effectively in actual time. The Metasploit training course is very
properly established, explaining the terminologies, functionality and lab practical are
very well shown as feeding child a banana. The Certificates of completion will be
awarded to every individual student. you can take a deep dive into each category,
examining real-world examples that demonstrate how companies and consumers alike
are affected, and learn techniques that can help you prevent these types of attacks.
Prerequisites: ---

DF412 Risk Management and Compliance JUiiaY) g Jhliall ayd

This course introduces risk management and compliance strategy. You will examine
risk assessment and learn how to have a risk management mindset. You will learn
different types of compliance, including legal and safety compliance, and its role in
operational policies. You will also explore the role Human Resources has in
organizational restructuring. By the end of this course, you will be able to: ® Explain
the criticality of compliance for the ongoing operations and sustainability of an
organization e Explain, implement, and apply compliance for an organization e
Explain and identify key laws and procedural requirements necessary for compliance
e Explore HR’s role in organizational restructuring such as in mergers, acquisitions,
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and rightsizing @ Explain and identify key operational activities which require formal
risk management policies and procedures
Prerequisites: 1T228 (Introduction to Cyber Security)

DF413 Firewalls Technologies JH Gl s

In this Course, student will understand the fundamentals of Firewalls. This course

addresses the following topics:

« What is an access list and how does it relate to a network firewall?

« Next Generation Layer-7 Firewalls

« Differentiate between Stateful and Stateless Firewalls

o NAT basics

« Using firewalls for network segmentation with VLANs and micro segmentation

o How to write common firewall rules

« Using Intrusion Detection and Intrusion Prevention systems

o Cloud security tools that can be used to thwart common attacks.

« See Firewall concepts demonstrated on the Windows Firewall

o Understand the role of Firewalls for DDoS mitigation.

o Learn common design patterns like Zero Trust, Defense in Depth, Simplicity and
Automation, and more.

Prerequisites: 1T203 (Computer Networks)

DF414 | Selected Topics in Digital Forensics Aliad) L) (A 5 ik e gudn g *

This course aims at introducing students to novel topics in Digital Forensics that need
to be identified in a responsive manner as technology and its use evolve and develop.
This course is essentially a flexibility enhancing will be filled on a year-by-year basis.

Prerequisites: ----

DF415 Cyber Crisis Management A paad) a3 3 00

This course focuses on how to proactively prepare for a cyber-attack and how to
respond in the early phase of a cyber-attack. The course also covers various methods
and approaches involved in containing, recovering, and learning from a cyber attack.
Key topics include:

e Preparing for the inevitable

e Designing a CSIRT
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e Preparing to respond - Mandatory information.

e Detecting and analyzing an attack

e Containing and eradicating the threat

e Methods for containment

e Safe eradication of threats

e Restoration of service — technical AND business
e Learning from what happened

e Cyber Breach Simulations

Prerequisites: ----

DF416 Cyber War Gaming L ) g sl el

This course focuses on building professional games designed to explore, train, or
educate on issues surrounding cyber security and information operations. Oftentimes,
cyber games are seen solely through the lens of computer-based games, and
information operations games are thought to be too hard to execute and adjudicate.
This course strives to dispel those beliefs and posits that manual games that focus on
organization, conceptualization, and experimentation have a place in these spaces as
well. The course will consist of three primary sections: game design, gaming cyber
security at the tactical, operational, and strategic levels, and gaming information
operations. A combination of lectures and exercises will enhance the learning process.
Prerequisites: 1T228 (Introduction to Cyber-Security)

DF417 Cyber Security Strategies (o ) aY) i) sia)

Organizations are increasingly relying on business analytics to make strategic
decisions using the data they generate during day-to-day operations. Strategic value
will only be obtained if the data is reorganized and made widely accessible at the
enterprise level. When data is reorganized to meet this need, there is a real risk that the
semantics of the data will be compromised, and that data integrity and security can be
violated. Hence, students will learn how data can be captured and reorganized
effectively to address these issues, and how to secure the data against threats.
Specifically, this course introduces students to several topics in data management (e.g.
relational database management), big data systems, and information security. At the
end of this course, students will understand broad issues concerning data management
at the enterprise level, gain basic skills in information modelling and querying
databases, and understand the procedures and controls for achieving information
security.

Prerequisites: ----
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